Two attacks on tableau-based ciphers
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What do we mean by “tableau-based” cipher? By that we mean any periodic polyalphabetic
substitution cipher all of whose key alphabets are known to the attacker and can be tabulated. The first
cipher that should come to your mind is the Vigeneére cipher and its table, the “tabula recta.” But there
are others: Beaufort, variant (German) Beaufort, Gronsfeld, Porta (two versions), and the recently
discovered Bellaso 1552 cipher. We assume that you already know how to use the tableau for the
Vigenere cipher; the others function the same way. In the tables at the end of this document are the
tableaux for these six ciphers.

Finding the period

The first thing we must do is find the period of the cipher, which is also the length of the key. We can
do it the hard way with the Kasiski method, or we can automate it using the index of coincidence or the
twist/twist+ method. Or we can just guess. The algorithms that we describe below are fast enough that
we can try each value for the period until we get an acceptable result. There are some excellent
references at the end of this document, if you would like to automate the determination of the period.

Frequency-matching attack

Our first attack is an automation and generalization of an old attack on the Vigeneére cipher. We cut a
ciphertext into slices. If the period is m, then the n™ slice consists of every m™ letter, beginning with the
n™. So the first slice will contain the first letter of the ciphertext, the (m+1)* letter, the (2m+1)* letter,
etc.; the second slice contains the second letter, the (m+2)™ letter, etc. For each slice, we decipher it
with every possible single-letter key. For each decipherment, we compare the monogram (single-letter)
frequencies of the result with the monogram frequencies of English. The key letter that gives the best
fit is kept as a character in the cipher’s key.

To compare two sets of frequencies, we prefer the inner vector product rather than the x* (chi-
squared) statistic. The ? statistic has the expected values in the denominator of each term. For less
frequent letters, such as ‘J’ or ‘X,” a small increase in their use in the plaintext can lead to a large x* and
give us the wrong result. The inner vector product is not susceptible to this error. The inner product,
often called the “dot” product because it is written with a bold dot between two vectors, is quite simple.
Suppose we have two vectors, which are really just ordered lists of numbers with length L, x = {x, x,
X3, ..., X0y and 'y = {y1, y2, ¥3, ...,y1}. The inner product of x and y is the sum of the products of those
numbers:
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The algorithm for the attack is as follows:

1. Slice the ciphertext c as described above
2. Set the key K to be an empty list of characters
3. Foriin 1, ..., m (the period):
a. Set the best value of the dot product D to zero
b. For all possible single characters a that can appear in the key:
i. Decipher the i" slice of ¢, using a as the key, to obtain a plaintext p
ii. Calculate the list of monogram frequencies f, for p
iii. Calculate the dot product d of f, and English frequencies f
iv. Ifd>D:
- Set D equal to d
- Set the current key character k to a
c. Append kto K
4. Output the key K

There is a list of monogram frequencies for English in the last table of this document. It was
calculated from the Brown University corpus of English text. Feel free to use it.

Hill-climbing attack

For this attack we need a way of judging how close a text resembles English. For this we like to use
what we call tetragram (four-letter) fitness. Unfortunately, a table of tetragrams and their frequencies
would be far too large to put in this tiny document, so you will have to generate your own. If we have a
text T={t,, t, t, ..., tr} of length L, the fitness F is calculated as an average logarithm of the English
frequencies f of the tetratrams that appear in T:
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We need to use the maximum of the frequency and some small number ¢ so that we do not run into any
mathematical errors when we encounter a frequency that is zero.

The attack seeks to maximize the fitness of the deciphered text. First, it tries all possibilities for
the first character in the key and chooses the one that gives the best fitness. Then it tries all possibilities
for the second character in the key. Then the third. It runs through each position in the key. Then it
returns to the first position again. This continues until it tries to modify each character in the key but
cannot increase the fitness any longer.



Here is the algorithm for this attack:

1. Set the key K to be a list of any key characters; the length of the list is the period m
2. Set the fitness F to a large negative number, such as —100
3. Loop:
a. Set a temporary variable F,4 equal to F
b. Foriinl, ..., m:
i. Copy K into a temporary key k
ii. Set the best key character b equal to the i character of K
iii. Set a temporary maximum fitness fm.x equal to F

iv. For all possible characters a that can appear in a key:

Set the i" character of k equal to a

Decipher the ciphertext c with the key k to obtain a plaintext p

Calculate the fitness f of p
If > fax
* Set fmax €qual to f

* Set bequal toa
v. Set the i" character of K equal to b
vi. Set F equal to fmax
c. If F equals F,q4, then exit the loop and go to step 4
4. Output the key K

You will find that this attack is quite good at recovering the key, often even for a ciphertext that
is as short as ten periods. For such a short ciphertext, it may be necessary to guess at the value of the
period, since there are not enough characters to do the required statistics to find the period with the
index of coincidence or the twist method.
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Table 1: Tableau for the modern version of the Vigeneére cipher.

=
D
<

plaintext alphabet
abcdefghijklmnopgrstuvwxyz

N<X=E<CH0nWXOTUVOZErXueuHIOTMMOO®>

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHIJ
LMNOPQRSTUVWXYZABCDEFGHIJK
MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
PQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



Table 2: Tableau for the Gronsfeld cipher. These are the first ten rows of the Vigenére tableau.

=
D
<

plaintext alphabet
abcdefghijklmnopgrstuvwxyz

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI

O©CoONOOUIA,WNEO



Table 3: Tableau for the Beaufort cipher.

=
D
<

plaintext alphabet
abcdefghijklmnopgrstuvwxyz

N<X=E<CH0nWXOTUVOZErXueuHIOTMMOO®>

AZYXWVUTSRQPONMLKJIHGFEDCB
BAZYXWVUTSRQPONMLKJIHGFEDC
CBAZYXWVUTSRQPONMLKJIHGFED
DCBAZYXWVUTSRQPONMLKJIHGFE
EDCBAZYXWVUTSRQPONMLKJIHGF
FEDCBAZYXWVUTSRQPONMLKJIHG
GFEDCBAZYXWVUTSRQPONMLKJIH
HGFEDCBAZYXWVUTSRQPONMLKJI
IHGFEDCBAZYXWVUTSRQPONMLKJ
JIHGFEDCBAZYXWVUTSRQPONMLK
KJIHGFEDCBAZYXWVUTSRQPONML
LKIJIHGFEDCBAZYXWVUTSRQPONM
MLKJIHGFEDCBAZYXWVUTSRQPON
NMLKJIHGFEDCBAZYXWVUTSRQPO
ONMLKJIHGFEDCBAZYXWVUTSRQP
PONMLKJIHGFEDCBAZYXWVUTSRQ
QPONMLKJIHGFEDCBAZYXWVUTSR
RQPONMLKJIHGFEDCBAZYXWVUTS
SRQPONMLKJIHGFEDCBAZYXWVUT
TSRQPONMLKJIHGFEDCBAZYXWVU
UTSRQPONMLKJIHGFEDCBAZYXWV
VUTSRQPONMLKJIHGFEDCBAZYXW
WVUTSRQPONMLKJIHGFEDCBAZYX
XWVUTSRQPONMLKJIHGFEDCBAZY
YXWVUTSRQPONMLKIJIHGFEDCBAZ
ZYXWVUTSRQPONMLKJIHGFEDCBA



Table 4: Tableau for the variant (German) Beaufort cipher.

=
D
<

plaintext alphabet
abcdefghijklmnopgrstuvwxyz

N<X=E<CH0nWXOTUVOZErXueuHIOTMMOO®>

ABCDEFGHIJKLMNOPQRSTUVWXYZ
ZABCDEFGHIJKLMNOPQRSTUVWXY
YZABCDEFGHIJKLMNOPQRSTUVWX
XYZABCDEFGHIJKLMNOPQRSTUVW
WXYZABCDEFGHIJKLMNOPQRSTUV
VWXYZABCDEFGHIJKLMNOPQRSTU
UVWXYZABCDEFGHIJKLMNOPQRST
TUVWXYZABCDEFGHIJKLMNOPQRS
STUVWXYZABCDEFGHIJKLMNOPQR
RSTUVWXYZABCDEFGHIJKLMNOPQ
QRSTUVWXYZABCDEFGHIJKLMNOP
PQRSTUVWXYZABCDEFGHIJKLMNO
OPQRSTUVWXYZABCDEFGHIJKLMN
NOPQRSTUVWXYZABCDEFGHIJKLM
MNOPQRSTUVWXYZABCDEFGHIJKL
LMNOPQRSTUVWXYZABCDEFGHIJK
KLMNOPQRSTUVWXYZABCDEFGHIJ
JKLMNOPQRSTUVWXYZABCDEFGHI
IJKLMNOPQRSTUVWXYZABCDEFGH
HIJKLMNOPQRSTUVWXYZABCDEFG
GHIJKLMNOPQRSTUVWXYZABCDEF
FGHIJKLMNOPQRSTUVWXYZABCDE
EFGHIJKLMNOPQRSTUVWXYZABCD
DEFGHIJKLMNOPQRSTUVWXYZABC
CDEFGHIJKLMNOPQRSTUVWXYZAB
BCDEFGHIJKLMNOPQRSTUVWXYZA



Table 5: Tableau for the modern Porta cipher. There are two versions in common use.

key (version) plaintext alphabet
1 2 abcdefghijklmnopqgrstuvwxyz

A/B  A/B NOPQRSTUVWXYZABCDEFGHIJKLM
C/D Y/Z OPQRSTUVWXYZNMABCDEFGHIJKL
E/F W/X PQRSTUVWXYZNOLMABCDEFGHIJK
G/H U/V QRSTUVWXYZNOPKLMABCDEFGHIJ
I/ S/T RSTUVWXYZNOPQJKLMABCDEFGHI
K/L Q/R STUVWXYZNOPQRIJKLMABCDEFGH
M/N O/P TUVWXYZNOPQRSHIJKLMABCDEFG
o/P M/N UVWXYZNOPQRSTGHIJKLMABCDEF
Q/R K/L VWXYZNOPQRSTUFGHIJKLMABCDE
S/T I/3 WXYZNOPQRSTUVEFGHIJKLMABCD
u’v G/H XYZNOPQRSTUVWDEFGHIJKLMABC
W/X E/F YZNOPQRSTUVWXCDEFGHIJKLMAB
Y/Z C/D ZNOPQRSTUVWXYBCDEFGHIJKLMA



Table 6: Tableau for a modernized version of the Bellaso 1552 cipher.

=
D
<

plaintext alphabet
abcdefghijklmnopgrstuvwxyz

N<X=E<CH0nWXOTUVOZErXueuHIOTMMOO®>

NOPQRSTUVWXYZABCDEFGHIJKLM
ZNOPQRSTUVWXYBCDEFGHIJKLMA
YZNOPQRSTUVWXCDEFGHIJKLMAB
XYZNOPQRSTUVWDEFGHIJKLMABC
WXYZNOPQRSTUVEFGHIJKLMABCD
VWXYZNOPQRSTUFGHIJKLMABCDE
UVWXYZNOPQRSTGHIJKLMABCDEF
TUVWXYZNOPQRSHIJKLMABCDEFG
STUVWXYZNOPQRIJKLMABCDEFGH
RSTUVWXYZNOPQJKLMABCDEFGHI
QRSTUVWXYZNOPKLMABCDEFGHIJ
PQRSTUVWXYZNOLMABCDEFGHIJK
OPQRSTUVWXYZNMABCDEFGHIJKL
MLKJIHGFEDCBAZYXWVUTSRQPON
AMLKJIHGFEDCBYXWVUTSRQPONZ
BAMLKJIHGFEDCXWVUTSRQPONZY
CBAMLKJIHGFEDWVUTSRQPONZYX
DCBAMLKJIHGFEVUTSRQPONZYXW
EDCBAMLKIJIHGFUTSRQPONZYXWV
FEDCBAMLKJIHGTSRQPONZYXWVU
GFEDCBAMLKJIHSRQPONZYXWVUT
HGFEDCBAMLKJIRQPONZYXWVUTS
IHGFEDCBAMLKJQPONZYXWVUTSR
JIHGFEDCBAMLKPONZYXWVUTSRAQ
KJIHGFEDCBAMLONZYXWVUTSRQP
LKJIHGFEDCBAMNZYXWVUTSRQPO



Table 7: Monogram frequencies for English. Obtained from the Brown University corpus of English
text.

0.0804
0.0153
0.0311
0.0396
0.1250
0.0234
0.0195
0.0541
0.0730
0.0016
0.0066
0.0413
0.0254
0.0710
0.0760
0.0202
0.0011
0.0614
0.0655
0.0925
0.0271
0.0100
0.0188
0.0020
0.0172
0.0010
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Test ciphertexts

Despite the shortness of these ciphertexts, you should be able to break them with both of the attacks
described in this document.

MLEGENTQTXAQLVLCMSUIUEWCKETGEVBLYVOCTFYRATIHDUJXYGHTWEDTPVLHPRVTLWXHTH
RMRXVWTRVAYOMNVTVTYMMTPDFKKHYSTWRLQBXTXNXUCMAETNKACFJAHTRLJIXIPPNUMFXS
TWEIMUHAEGELLGGKITAJTANWHXOEKCLXICGKACBVEABFPQHRIIAEWRTPKXNXHTXVIISYX
YW

DUNVPJISUQWCZDBFTEPUJWKRPQAZUMGNRZWEQDTUFMUYYCKWZKUNZXHMRZREQKGFQXKSHG
FULUNWESTLBTNSVDVKWVVYA

NNNNNSTQIZETSOOHNQAGHKHWNQEZPQNEBPIFCWXWEZAPNZTVIFUPDPEBDJGKBURPWAXIR
RAXBYEQJWIRGHSHYRCBYRANGPETNNHQVSJCKDFNINHLVPIFESCZLMCHQRDSTZNDKDUVEW
WCNDASNPMCWZ

LPFWGYOQZWEYMPJQBUAAABERNHILAEVILPFLMETWHETXTVQEBPIWAAZEBYERNREBQXIMA
BMLMIRAGUMRBMINBAHGFOCRPMTWHEMMXEBTTQEBFKYKXUSTQVTLTXCESUSLXIULLVGWAA
JQGPCRFMQXTPOQZWIEGUHCFOVMPKYKQUZLLFMNPQMGVUSRPNINPNIRBTYUPPYLLWI

HTKLKFYUCOSTGLYZAYMZWFYMUSEHGPVUYBEAQGVZKMYOKWZMWBTUTBKOPUHAPGZWJIPQOV
CDUTKDSPHGPVQNIPHQXQPKAQMQDMMIEBIOBDOXOBPZQYPNWQQBDWEVQAQQUNNIPKVAGEC
IOAAXMPVMTIHWOKKKIXJJAODYPAUAZCLWZMZAOF JQOUGYBWBPCIHYQJIWBTFNMZCDSWQGQ
LMHZMYTASBOVOHMTBHM



